CIAC — DOE Computer Incident Advisory Capability

Address:
Computer Incident Advisory Capability
Lawrence Livermore National Laboratory
P.O. Box 808, L-303
Livermore, CA 94550

Email: ciac@lInl.gov

Phone: (510) 422-8193 /FTS

Description

The Computer Incident Advisory Capability (CIAC) of the Department of Energy (DOE) is
located at the Lawrence Livermore National Laboratory in Livermore, California. CIAC is the
DOE crisis center for the handling of computer related security incidents. CIAC rapidly inves-
tigates reports of possible computer system penetrations, computer viruses, and similar prob-
lems. Stopgap software solutions are provided in rea-time while robust binary and source
level patches are developed. CIAC distributes information about computer related threats to
sites that may be vulnerable to those specific threats. CIAC also retains systems consultants,
applications specialists, and research scientists to assist researchers in the security arena.

Network Access
CIAC facilities are accessible via the Internet for electronic mail and file transfer.

Who Can Use the CIAC

CIAC is primarily for the use of the DOE community, but is also available to cooperate as
needed, and as available, in major security incidents involving other organizations.

Miscellaneous

Further information can be obtained at the address above or through the following contacts at
CIAC:

Project Leader:
Steve Mick, Lawrence Livermore Nat'l Lab
P.O. Box 808, L-303, Livermore, CA 94550
Phone: (415) 422-8193, Email: smick@lInl.gov

CIAC Team Members (same address as above):
Karyn Pichnarczyk karynp@linl.gov
Marvin Christensen mjchristensen@lInl.gov

Allan Van Lehn vanlehn3@lInl.gov
Bill Orvis orvis@lInl.gov
Steve Weeber weeber@lInl.gov
Rich Feingold feingoldra@linl.gov
Cindy Durflinger durfling@!Inl.gov
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